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Packing List

This product is shipped with the following items, verify package contents:

B N8406-023A Packaging List

Items Quantity Notes
1Gb Intelligent L3 Switch 1 N8406-023A
User’'s Guide 1 This guide
Software manual 1 CD-ROM
This is not included if the product is built into the system
1 at the time of shipment.

Warranty

It is listed in the warranty of Blade Enclosure.
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[11Gb Intelligent L3 Switch
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O User's Guide [] Software manual ] Warranty

(CD-ROM)

NOTE: This warranty is available only for using in Japan.
Do not use it in any other than Japan.
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Notes

1. No part of this guide may be reproduced, transmitted, translated in any form, or converted to
medias without prior written permission

2. The contents of this guide are subject to change without prior notice.

3. All efforts have been made to ensure the accuracy of all information in this guide. If you find any
part unclear, incorrect, or omitted in this guide, contact your service representative.

4. The company assumes no liability arising from the use of this product, nor any liability for
incidental or consequential damage arising from the use of this guide regardless of 3 above.

5. This guide is created for the manager or the maintenance person who is well informed about the
operation of this device. Note that the basic information, such as the operation procedures of the
device and OS, is omitted.

NEC Corporation 2010
No part of this guide may be reproduced or changed in any form without prior written permission of NEC
Corporation.

NOTE

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction guide, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference in which case
the user will be required to correct the interference at his own expense.

CE Statement
Warning: This is a Class A product. In domestic environment this product may cause radio interference in which
case the user may be required to take adequate measures (EN55022).

Canadian notice

This Class A digital apparatus meets all requirements of the Canadian Interference-Causing Equipment
Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Reglement sur le matériel brouilleur du
Canada.

BSMI Statement
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Precautions for Use

Keep this User’s Guide at hand for quick reference

at anytime necessary.
Be sure to read this section carefully.

Precautions for Use
-Be sure to read this section -

The following includes information necessary for proper and safe operation of the product.
See the "Product Overview" chapter for the term in this guide.

Safety Indications

Follow the instructions in this User's Guide for your safety to use this product.
The server contains components with possible danger, hazards that may cause by ignoring warnings, and
preventive actions against such hazards.

The words “WARNING” and “CAUTION" are used to indicate the degrees of danger.
These terms are defined as follows:

Indicates the presence of a hazard that may result in death or serious
personal injury if the instruction is ignored.

Indicates the presence of a hazard that may cause minor personal injury,
CAUTION . X : . LT
including burns, or property damage if the instruction is ignored.

This guide uses the following three types of symbols to give indications and precautions against a danger.
They are defined as follows:

This symbol indicates the Example

presence of a hazard if the
Attention instruction is ignored. An image in
the symbol illustrates the hazard

type. (Electric hazard)

Example

o This symbol indicates prohibited
Prohibited | actions. Animage in the symbol
action illustrates a particular prohibited

action.
(Do not disassemble)

Example
This symbol indicates mandatory
Mandatory | actions. Animage in the symbol
action illustrates a mandatory action to
avoid a particular hazard.

® D

(Unplug)

Vil




Precautions for Use

Symbol to draw attention

VOV

Description of a danger

\ 4

Term indicating a degree of danger

Do not plug the power cord in a nonconforming outlet

Use a wall outlet with specified voltage and power type.

Otherwise, there is a risk of a fire or current leakage.

Symbols Used in This User’s Guide

Attentions

Indicates that improper use may cause an
electric shock.

Indicates that improper use may cause fumes

or fire.

Indicates that improper use may cause
explosion.

Indicates a general notice or warning that
cannot be specifically identified.

>

Indicates that improper use may cause
fingers to be caught.

Prohibited actions

Do not disassemble, repair, or modify this
product. Otherwise, there is a risk of an
electric shock or fire.

Keep the product away from water.
Otherwise, there is a risk of an electric
shock or ignition.

B2

Never put this product close to fire.
Otherwise, there is a risk of an ignition.

Indicates a general prohibited action.

Mandatory actions

e

Unplug the power cord of Blade
Enclosure. Otherwise, an electric shock or
fire may be caused.

Indicates a mandatory action that cannot
be specifically identified. Make sure to
follow the instruction.

Viii




Precautions for Use

Y2 e

Y E

%)ﬁ%n IR FIEOTE 12 07 INEC SIGMABLADE ] ffiff # -
A PRI A (T e % BT IR e g R A M g H R R
BT R ST A R T R B - R ST AR

A WARNING [RESSR/INSUEE ?F[:‘ Fj'ﬂu;”é EII%'/
A CAUTION [EESERN éﬂj Jip o S B Jf?E'TEJ[f'ﬁhH’?‘f?’Jﬁ?FH’\

P IR A F I = R TR SRS AL

AT FER BT e - IR RCTAOEE - (ET0

=

F AR o I—JEIFHFK/‘EI [{D“, [Jﬁgﬂli ERER (= ,t.‘b[ JF’\I o (EEIFEEY)

I RS o RYBRRTOIRR SRR T R A e IRIARER g e
L e (RS 8D

o>

(B g )

A CAUTION

v R -
AN\ [ AT IR SR AL - G

‘ I E A
\
Ekﬂ‘lﬂf bR {TRR (F) e [“J"Flcl‘
1545 ”“Lﬁ[j{ﬂﬁ )




Precautions for Use

&,
Iy
ol

i?iw%ﬁ’@ﬁﬁ EREES

Rt R I -

Fe PR RO B

FAE TR 0 I -

AT R H s -

- 2R - Jﬂ&”ﬂjjﬂﬁf""t“ -

R NERRHE G P i o

- %"?.FEfIJI—JIKEH o

%“

EE *EJ g b e

%}@>@@%&

4@
?
iy
5

:’Eﬁ*—l} -‘ﬂ&ﬁﬂ—

TR - RS I

TR B R -

R - % b

SEEEP - IR R o I -

@@@@e@;

%T\EI?Ti?ffﬁéﬁﬁﬁj NS4 EI';%F‘L o ‘EJE&E!J?;TL}'—[@E‘:; e \:}'\;’B:—j% i o

% R FE A FEARERR I A8 3 o F 3t AR I -

SRR R P S RS SR - SRS T




Precautions for Use

TR R T+ (L R SR 2 o -

I T
O 2 B e

SRR I3 5 it P -

4 SRCE R TSRS A et
TR AR P ACTHTR

Xi



Precautions for Use

Precautions for Safety

This section provides precautions for using this product safely. Read this section carefully to ensure proper
and safe use of the server. For symbol meanings, see “Safety Indications” on page vii.

General Precautions

Do not use the product for services where critical high availability
may directly affect human lives.
The product is not intended to be used with or control facilities or devices
® concerning human lives, including medical devices, nuclear facilities and devices,
aeronautics and space devices, transportation facilities and devices; and facilities
and devices requiring high reliability. NEC assumes no liability for any accident
resulting in personal injury, death, or property damage if the product has been used
in the above conditions.

Do not continue to use the equipment if you detect smoke, odor, or

noise
&% If the equipment emits smoke, odor, or noise, immediately unplug the power cord of
Blade Enclosure. Then, contact your service representative. Continuing to use the
product in such condition may cause a fire.

Do not insert a wire or metal object
A@ Do not insert a wire or metal object into this product.

There is a risk of an electric shock.

Avoid direct look into the laser beam. (When N8406-024 installed)
The N8406-024 1000Base-SX SFP module, optional product, uses class-1 laser

A ® beam for communication.

This laser beam has little impact on the human body. However, do not look into the
SFP module port during operation. Keep any vacant LC connector covered with a
dust cover (rubber cap) when you do not use it or when you transport it.

A CAUTION

Keep water or foreign matter away from the equipment.

&A Do not let any form of liquid (water etc.) or foreign matter (e.g., pins or paper clips)
enter the equipment. Failure to follow this warning may cause an electric shock, a

® fire, or a failure of the equipment. When such things accidentally enter the equipment,
immediately turn off the power of Blade Enclosure and unplug the power cord. Then,
contact your service representative.




Precautions for Use

Precautions for Installation, Relocation, Storage and Connection

A

Do not put your hand inside Blade Enclosure.

When you are installing/removing the product in/from the Blade Enclosure, do not
put your hand inside the Blade Enclosure. Doing so may cause an electric shock.
Do not remove the cover from the Blade Enclosure unless you are installing the

device in it.
A CAUTION

ad
AS

Use the product only in the specified places

This product should be installed in the dedicated Blade Enclosure for its use. Do not
install the product in a chassis other than the Blade Enclosure. Failure to follow it
may result in fire and/or electric shock to occur.

Do not block the air openings

Do not block the air openings. When they are blocked, the internal temperature will
raise and may cause a fire.

AQ

AQ

Do not use any unauthorized interface cable.

Use only interface cables authorized by NEC and locate a proper device and
connector before connecting a cable. Using an authorized cable or connecting a
cable to an improper destination may cause a short circuit, resulting in a fire.

Also, observe the following notes on using and connecting an interface cable.

e Do not use any damaged cable connector.

e Do not step on the cable.

e Do not put any object on the cable.

e Do not use the equipment with the loose interface cable connection.

e Do not use any damaged cable.

Do not use the equipment in the place where corrosive gases exist.

Make sure not to locate or use the equipment in the place where corrosive gases
(sulfur dioxide, hydrogen sulfide, nitrogen dioxide, chlorine, ammonia, ozone, etc)
exist.

Also, do not set it in the environment where the air (or dust) includes components
accelerating corrosion (ex. sulfur, sodium chloride) or conductive metals.

There is a risk of a fire due to corrosion and shorts of an internal printed board.

Xiii



Precautions for Use

Precautions for Cleaning and Handling of Internal Devices
Do not disassemble, repair, or modify the product yourself

‘% Do not disassemble, repair, or modify this product. Doing so may cause an electric

shock or a fire. Do not put the product close to fire, or immerse it in water. Doing so

% may cause an explosion. If the product does not function normally, contact your
% service representative.
A CAUTION

Make sure to complete device installation

&@ Securely connect the interface cables. Loose connection may cause fuming or
ignition.

Precaution on operation

A Precaution on operation

&A Keep animals away from the product

Keep animals away from the product. Their discharges or fur may enter the
equipment and cause a fire or electric shock.

Do not use cellular phones, PHSs, and pagers around the product

® Do not use cellular phones, PHSs and pagers around the product. Radio interference
may cause malfunctioning of the product.

Precaution on disposing or transferring

A Precaution on disposing or transferring

Follow the ordinances by your local government when you are disposing the
product. Contact the local government for more information.

When you transfer this product to a third party, make sure to provide all items that
come with the product, including this guide.

A\
A
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>> IP Interface 256# ena (151 —2R 256 % Enable)
>> IP Interface 256# ../gw 4 (T—=FD 1+ 4 TER)
>> Default gateway 4# addr 205.21.17.1 (=D 4 1P PRUREE)
>> Default gateway 4# ena (—hk2D 1A 4 &Enable)
>> Default gateway 4# apply (BB ULCREZER)
>> Default gateway 4# save (Flash [CIR7F)

Pas

ISCLI D&
Switch> enable (Privileged EXEC mode [CF817)
Switch# configure terminal (Global Configuration mode [CF1T)
Switch(config)# no system dhcp (DHCP D5+ )’ 7 Disable)
Switch(config)# interface ip 256 (Interface IP Configuration mode [CF17)
Switch(config-ip-if)# ip address 205.21.17.3 255.255.255.0 (IP 7 RL XA&EEBRE)
Switch (config-ip-if)# enable (15T 1T —2R 256 % Enable)
Switch(config-ip-if)# exit (Global Configuration mode [CERD)
Switch(config)# ip gateway 4 address 205.21.17.1 (T—=bFDxo 4l 1P P RURERE)
Switch(config)# ip gateway 4 enable (T—bk2D x4 4 % Enable)
Switch(config)# copy running-config startup-config (Flash [CIRFF)

O

ARBDVZIAPZINT =7 IP PRLAET 74N T — b TAEF A TR ET S5
B AET71—R 256 £5—bIx41 4 ICERELTEELY,

AL YFE—RT dhep BRI, IP PRLAZFE#EEEL TEH DHCP Y—/13H5 IP PRLAHE
WETSNHA, DHCP H—NTEIWH TSN IP PRLAHEEESINET, FEITHREY
3188, dhep EEEIMICL TSEZLY,
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ALY FI)7MNIIT NDEE

BEORAA Yy FYII EDI T PORD
REBMHSNTNDRT Yy FYIT FD T PERRIDICIE. RDKXDICADLET,

BLADE OS CLI D&
>> # /boot/cur BEODT— ATV 3vEaRRUET,
Currently set to boot software imagel, factory default config block.
Current CLI mode set to BLADEOS-CLI with selectable prompt enabled.
Current FLASH software
imagel: version 5.1.0, downloaded 4:26:19 Mon Jan 2, 2006
NormalPanel
image2: version 1.0.3, downloaded 0:20:04 Mon Jan 2, 2006
SmartPanel
boot kernel: version 5.1.0

ISCLI D%&
Switch> enable (Privileged EXEC mode [CF81T)
Switch# show boot BEODT— ATV VERRUET,

Currently set to boot software imagel, factory default config block.
Current CLI mode set to ISCLI with selectable prompt disabled.
Current FLASH software
imagel: version 5.1.0, download 0:15:51 Mon Jan 2, 2006
NormalPanel
image2: version 1.0.3, download 1:32:08 Sun Jan 8, 2006
SmartPanel
boot kernel: version 5.1.0

FEROIVY ROEFHET. NormalPanel B2 v FE— R, SmartPanel ' A¥—~/\RJLE—RD
VIO PERUET, THBBEEEICIE. imagel CRAYFE—RDY I DT, image2 ICAVY—
FINRILE—RDYD D PHBIISNTUNET,

A YFYIT DI POUDEZ
A1 yFII DI P2V EZDICIE. ROXDICADUET,

BLADE OS CLI D&
>> # /boot/image A wFYIDT LI T PHIBIASNTND
Currently there are 2 images on flash: image Z]NEZ I T,

imagel is for NormalPanel

image2 is for SmartPanel

Currently set to use switch software “imagel” on next boot.

Specify new image to use [“imagel”/”image2”]: image2 WRICT—+IF B image EANDLET,
Next boot will use switch software image2 instead of imagel.

>> # Boot Options# /boot/reset 21 vFEIIT—-FLUFET,

WARNING: Image2 is for SmartPanel!
All config regions will be cleared!
The factory config block will be used!
Please backup the active config!

Reset will use software “image2” and the factory default config block.
>> Note that this will RESTART the Spanning Tree,
>> which will likely cause an interruption in network service.

Confirm reset [y/nl: y y ZANDLUET,
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ISCLI Diz&
Switch> enable (Privileged EXEC mode [C#17)
Switch# configure terminal (Global Configuration mode [CF&17)
Switch (config) #boot image image2 RAYwFYID DT PHMEIASNTIND
Next boot will use switch software image2 instead of imagel. image ZHINEZFT,

Switch (config) #
Jan 2 18:43:31 NOTICE mgmt: boot image changed

Switch (config) #reload A1y Fa)T—-rLET,

Reset will use software "image2" and the factory default config block.
>> Note that this will RESTART the Spanning Tree,
>> which will likely cause an interruption in network service.

WARNING: Image2 is for SmartPanel!
All config regions will be cleared!
The factory config block will be used!
Please backup the active config!!

Confirm reload (y/n) ? y vy ZAANLFET,

© RAMYVFE—FEEELIVT MBS AMVFICRBFENTVIREREEZEN. I
BHERIKETEIMLEY. REICKHUT, A/ FRERED/ SV I7VT&iTo>TEE
AN

« AV—MNRWVE-RTEATEZIAVRF11252—71—Al3 BLADE 0S CLI A &L
9.

L

A-YOF7 It RE

ARRBICE S DOPOCAUNIVDDDET, SPITRZIAURNILOT I 2V EDA—TE, /NRD—FERERDE
NTT, THBHEERARERTE. IVYRSA YA IFITT—RADOTFVE, NRAD—FOHERSINFT, T
VRA-YPADYFZERELBMCITDE. IVYRSA YA IYHIT T —RATA—FBE/NNRD - FZEKRS
N9,

3 ~ = INZAD— R
A—YPHIV 5788 (92U 1)
User 21w FDMRETBROAT —H ABHRDRTDAHTDOCENTEE | user
g, BEDEBEITCEFFA, THBEEHRFENTI,

Oper A YVFDREEEEITDCENTESIIN, ARBEIEZYFTD | —
EZDEBRBRFINT T, THBETEFEN T, NRADT—REHDF
A,

admin INTDEREEITDCENTEZT, admin

WO | a5 AN AT K EF TN SEET BILEHRHLET.,
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SN E P

CCCRAHBZEBH U CEELDD S TIVICDNT, ZOXINIEZEHRBLET,
FBRUSVBESRRTY - ERAZMICER L TIIES),

LRI =yMc AR R ERBRTEL

o JU—RIMIZY OOy FCERMWHA S TVENDTETR LTI IZE)
o AHRDEIMDTITIEAE LU \H'EE LTI ZE)

ARMHEATELL

o [7L—FR#MI=VMAICEITS CPU TL—FERRBDDLEHY) | (O X—I) ZSIR LT ARG, CPU
TU—FEDEE LAN FEEA T ZUHGR RO Y b T =T )LZNZNOREBHIE LLDEESR LT
at<{2N

® AREGNTIU—FIINIZ Y FICLODD EERMSNTNDCEZER L TIESN,

0 AKRERESHIYRTAICEBRMEHESNTND T EEZERBLTIIZSN,

STATUS 7B 7 IN—R 133/ 7)—2 RkTL &L

& AREGNEUSEDETSNTNDD MR L TIZES0),

o AHKBEMDYITIR STATUS SYITDRUTUBNEEG. WoIZATL—FIRIRIZ Y RHSED
AU BERDYDZLUTIES),

o JU—FINIZy D SIGMABLADE EZ4 —ICEEABNRIRINF I F UIEEM D—F
DA—Y =N« FECEICRED. IS5 —RRICK >TIRTT—ERZHITEB LTI IZS0),

O—Ala )=V H\(ERTELL

o IBEMDAORT—TJILEFERLTNBINERLTLIIEE0),

o O—HILIVY—ILOBEBENTE LLHER LTI ES),

0 AERESHYRTAICEEBEMMHEINTNBTEERRLTIEE),
DE—bILJ)=IVHERTELL

o AEEBHNSUE—RIVY—ILICEBTTORBERR LTS,

® IPPRURBREDHFEENE LUNDTERL TS0,
o AEREZHIYRTAICEBRAMEESNTNDCEZRRBLTIESU,
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VD BILLEL (LINK/ACT 527 HR4TLEL)

o T—TJILHEULEDIHIFIENTNDINESR L TIIZS0N,

o RFBENDT —TILOHRRD TRIYNI=25=TN2WT] (11 R=I)[EMUIZEDHTER LT E
=W

o UVION—=FTF—(RAyFHOBEE— FHBIRHEIICIIRE/Duplex RENAREEEEHFLL
IsoThBT R LU TIES)

® CPUJU—RTIEUWNWRSANEZRERLTNDIDER LTS,

o UYVION—=FF—REEICDNTREENRND. UYIN=-FFT—RIOIS-—DOIBEEERL
<TIEE0N,

CPU FL—RTRYNI—I 74T aDF - Y@L I=HEEL &Ly

o F—IVUIUBEBHLT, BROAVIII—ATEMFIDCCZERLTIIZSUN,

o F—IVIRERBOHEMEUSVNESIE. F—IVITRERNSROBEBFITORY FD—DH
RRDIE LWARE TH D C C&TESR L C<IZE0),

o [PHTHIAIERUSYR] AFNZERIIBE. Ry FD—DOPFTHEEHIDIR—
DAY —Z& off CLUTER LTI EEN,

ALY FORM /RAHIEL<EL

o AERICIIABHHAZREIDNYTUEHDFE B, ZOEH. REGRODER ON EDUT—k
BICIE. ARGOBN /BRIENBESNF T, T—FE& BV BREREITDIN NTP IS
YR ER LT IEZS,

MEDEBZER ULICENMDNDS T, BEMMRRURSNZER. AREBICASHDEEDFE LTS TREM
NEZSNET, RIT—ERZUIEEARRBERBENRODRFTEE THENEHELES,
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NmB GbE 1 YFUI TV FRA VF(II)
ik N8406-023A
1000Base-X(Port1-18, 21-24(SFP €Y1 —/L20Ow )
A2 71—R 10Base-T/100Base-TX(Port19)
10Base-T/100Base-TX/1000Base-T (Port20-24 (RJ-45))
RJ-45
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F— g 2 IR— (A IR —= I DIR— )
1 R— R~ (PRIXY FR— )
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HBEN 30W
= BE(C) 10~35 e
1 20w g
P4 Z (mm) 193(W) x 268(D) x 28(H)
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Introduction

Thank you very much for purchasing our 1Gb Intelligent L3 Switch. To maximize the functionality of this product,
please read this guide carefully and follow the instructions for proper handling.

About this guide

This guide describes how to handle and use this product properly.
Keep this guide at hand for your future reference.

This guide is intended for technically qualified personnel with sufficient knowledge such as network
configuration.

Text Conventions

The following conventions are used throughout this guide. For safety symbols, see “Safety Indications” provided
earlier.

IMPORTANT: Items that are mandatory or require attention when using this product
NOTE: Helpful and convenient piece of information

Repurchasing This Guide

Contact your service representative if you lost this guide.
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Additional references

Detailed information about how to configure this product is described in the reference guides listed below. These
guides are contained in the attached CD-ROM.

+ 1Gb Intelligent L3 Switch Application Guide

+ 1Gb Intelligent L3 Switch Command Reference Guide (BLADE OS)
+ 1Gb Intelligent L3 Switch Command Reference Guide (ISCLI)

+ 1Gb Intelligent L3 Switch Browser-based Interface Reference Guide
+ 1Gb Intelligent L3 Switch SmartPanel Reference Guide

Product Overview

The features of this product are briefly described below.

Features

The N8406-023A 1Gb Intelligent L3 Switch is a Switch Module for the Blade Enclosure. The Switch Module is used
to connect the CPU Blade with the external network through the Ethernet port. The Switch Module has 16 ports
dedicated to CPU Blade, 2 ports dedicated to communications between two Switch Modules that are inserted in
adjacent Switch Module slots, 5 uplink ports, and one port dedicated to management network. Four of the five
uplink ports can be either copper or fiber using optional N8406-024 1000Base-SX SFP modules.

This switch has two switch software images. One image is the conventional L3 switch software. The other is called
the SmartPanel, on which the number and type of configuration options are restricted to reduce the initial setup
complexity and to minimize the impact on upstream networking devices.

You can select which software image you want to run in switch memory.

Note that you can not use 2 ports dedicated to communications between two Switch Modules on the SmartPanel
mode.

B Supported technologies on L3 switch mode
* Routing protocl

- static
-RIP V1, v2
- OSPF

* VRRP

* VLAN

- Port-based VLAN
- Tagged VLAN
* Spanning Tree
- Spanning Tree Protocol (802.1D)
- Rapid Spanning Tree Protocol (802.1w)
- Multiple Spanning Tree Protocol (802.1s)

- PVRST+
+ Link aggregation (Port trunking)
- static
- LACP
+ Uplink Failure Detection (Trunk failover feature)
* Hot Links
« QoS 802.1p

* Jumbo frames (up to 9216 bytes)
* Port mirroring

* Auto-MDI/MDIX

* IGMP Snooping (v1, v2, v3)
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* NTP client
*  DNS client
+ Syslog

« SNMP v1, v2c, v3
*  RMON (Group 1,2,3,9)
* HTTP/HTTPS server
* Telnet server/client
+ SSH/SCP
TFTP/FTP client
« BOOTP/DHCP client
* User authentication
- RADIUS
- TACACS+
+ Port security based on 802.1x authentication

* Management interface
- Command Line Interface (CLI)
This switch provides two CLI modes. You can set the switch to use either CLI mode.

- BLADEOS ...... menu-based command structure
Refer to the Command Reference Guide (BLADE OS).
- ISCLI ...... tree-based command structure

Refer to the Command Reference Guide (ISCLI)
- Browser-based Interface (BBI)
BBI provides access to the management of the switch through your Web browser. Refer to
the Browser-based Interface Reference Guide.

B Supported technologies on SmartPanel mode
+ Layer 2 switching
* VLAN (Port-based VLAN, Tagged VLAN)
- Port-based VLAN
- Tagged VLAN
+ Link aggregation (Port trunking)
- static
- LACP
+ Failover feature
* Jumbo frames (up to 9216 bytes)
*  Auto-MDI/MDIX
* NTP client
+ Syslog
+ SNMPv], v2c, v3
« HTTP/HTTPS server
+ Telnet server/client
* SSH/SCP
+  TFTP/FTP client
+ DHCP client
+ User authentication
- RADIUS
- TACACS+

+ Management interface
- Command Line Interface (CLI)
This switch software provides a CLI mode (BLADE OS). SmartPanel software does not provide
ISCLI.
- Browser-based Interface (BBI)
BBI provides access to the management of the switch through your Web browser. Refer to
the SmartPanel Reference Guide.
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NOTE:

* For the information how to display the SNMP trap received
from this switch on Alert Viewer of NEC WebSAM
ESMPRO/ServerManager, refer to Readme_E.txt in a CD-ROM
attached this switch.

* When operating the Switch Module with NEC WebSAM
NetvisorPro V, use L3 switch mode software and ISCLI.
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Description

1 9 10 6

A/

NEC N8406-023A

c{c/ 00 ©0oO oo/ a

ID
L._: I | AR AR
\
\ \ 21 22 23 24 \\ \\ = RS
7 8 11
Name Description
1.ID LED The LED is intended to identify the Switch Module in the Blade Enclosure. The LED is lit

by software command.

2. STATUS LED

Indicates the Switch Module status.
Contact your service representative if it does not go on green in five minutes after the
Blade Enclosure is powered on.

3. Ejector Use this lever to install or remove a Switch Module in/from the Blade Enclosure.
4. Serial Port Used as a DB-9 management serial port.

5. Uplink port (RJ-45) RJ-45 connectors for Gigabit Ethernet uplink

6. Uplink port SFP module connectors for optional fiber uplink

(SFP module slot)

7. LINK/ACT LED

Indicate the link status and activity of each LAN port.
Off Link not established
On (Green) Link established
Flash (Green) Data being transmitted or received

8. SPEED LED Indicate the link speed.
Off 10Mbps
On (Green) 100Mbps
On (Amber) 1000Mbps
9. LINK LED Indicate the link status of each LAN port.
Off Link not established
On (Green) Link established
10. ACT LED Indicate the activity of each LAN port.

Flash (Green) Data being transmitted or received

11. RESET Switch

Press this switch to restart the Switch Module.

Pressing the RESET switch reboots this Switch Module, loses the configuration
data not to save in the flash memory, and temporarily disconnects
communication with the network.

NOTE: The Switch Module works with the Blade Enclosure. It does not
have a POWER switch.
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STATUS LED

The STATUS LED goes on green when the Switch Module operates normally. When the LED is lit or flashing in
amber, it indicates that the Switch Module has failed. The following table lists indications of the STATUS LED,
descriptions, and actions to take. If an error occurs, contact your service representative.

STATUS LED Description Action

On (Green) The Switch Module is operating -
normally.

Off The power is turned off. Turn on the power.

Flash (Amber) The following errors have been  An error message is displayed on the
detected. SIGMABLADE monitor of the Blade Enclosure..
- Abnormal temperature Refer to the User’s Guide of the EM Card.

- Processor error or other

Switch Module interface “SWMn Ifmiss Alm” (n: slot number) is displayed

mismatch on the SIGMABLADE monitor of the Blade
Enclosure. See page 33 “Connection with
CPU Blade”, and make sure the location of the
Mezzanine Card in the CPU Blade and the
Switch Module.
Refer to the User’s Guide of the Blade
Enclosure.

ID LED

The ID LED is intended to identify a specific Switch Module in the Blade Enclosure when more than one Switch
Modules are installed. Making this LED being lit can help the maintenance work to identify the faulty device.
When the recognized command is received from the management software such as NEC ESMPRO/Server
Manager, the LED goes on or flashes in blue.

ID LED Description

On or Flash in blue Management software has specified the Switch Module.
Off Other than the above
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Number of ports

The following table lists the ports.

Category Port number Speed Description
Internal interface
CPU Blade 1-16 1000Mbps The ports dedicated to the CPU Blade. Each port

connects with each CPU Blade installed the
Blade Slot in the Blade Enclosure. The
connection is difference between the Blade
Enclosures. Refer to page 33 “Connection with
. CPUBlade”. .
Switch Module 17-18 1000Mbps The ports dedicated to communications between
two Switch Modules that are inserted in adjacent
Switch Module slots. By default on L3 switch
mode, trunk group 1 is configured on ports 17
and 18, and ports these are disabled.
On SmartPanel mode, you can not use these
Management network 19 10/100Mbps The port dedicated to management network. Port
19 is isolated from the other ports by using
VLAN. Use port 19 for managing the Switch
Module. To connect the management interface,
connect the port in the Blade Enclosure. For
more information, see the Blade Enclosure
User’s Guide.

External interface

Uplink 20-24 10/100/ RJ-45 uplink ports

(RJ-45) 1000Mbps Port21-24 can be either copper or fiber using
e __________Optional SFP modules.
Uplink 21-24 1000Mbps Uplink ports using optional N8406-024
_(SFPmodulesloty . 1000Base-SX SFP modules
Serial port - 9600bps DB-9 management serial port

NOTE: By default, VLAN 1 is the default VLAN, and all ports except Port
19 are assigned to it.
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1Gb Intelligent L3 Switch internal and external ports connection diagram

Internal interface

Connected to

To CPU Blade or
N8406-013 1Gb Interlink Expansion Card

management network N To adjacent
In Blade Enclosure 'z Y Switch Module slot
10/100Mbps ) 1000Mbps fixed
1000Mbps fixed
port port 00 0000 000OCFOGEONONOGINOGNOGEOSNONONONOSNONOS port port port
,ZLQ 1 16 17 1
Layer 3
CPU Switching LSI
N8406-023A
1Gb Intelligent L3 Switch

Serial Port
(Console port)

External interface

POt qeeeeeee PO port eeee port

20 24 21 24
RJ-45 SFP module slots
10/100/1000Mbps 1000Mbps
— _/
—
Uplink ports
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Connection with CPU Blade

The following figure shows the network connection diagram between CPU Blades and Switch Modules.
Port 3 and 4 of Mezzanine slot 2 are available only when Type Il Mezzanine Card installed.

Portd To Switch Module slot 6 in Blade Enclosure(6U)
To Switch Module slot 8 in Blade Enclosure(10U)
Port3 To Switch Module slot 5 in Blade Enclosure(6U)
Mezzanine To Switch Module slot 7 in Blade Enclosure(10U)
slot 2 -
(Type-1,2) Port2 To Switch Module slot 6
Portl To Switch Module slot 5
CPU Blade
Mezzanine Port2 To Switch Module slot 4
slotl .
(Type-1) Portl To Switch Module slot 3
Port2 To Switch Module slot 2
on-board LAN .
Portl To Switch Module slot 1

Switch Module slot number in Blade Enclosure

b
i
Il

Switch Module slot 1

Switch Module slot 2

Switch Module slot 3

Switch Module slot 4

L@ % 1 | ©
DE ﬂ] Switch Module slot 5 “] Switch Module slot 6 ]«n
[ Switch Moduleslot 7 E[]] Switch Module slot 8 »
® [ = [co T *| @
Eg Switch Module slot 5 ﬁ Switch Module slot 6 gfl
@Eg Switch Module slot 3 fT[ Switch Module slot 4 SE|® D D D
o/ Switch Module slot1 | Switch Module slot2 & ¢ == = —
= = = = =
e e L T T
i P I i
§p» 00
@[ 1@ | 10 [ o — 1 i
Blade Enclosure (6U) Blade Enclosure (10U)
Rear View

NOTE: Switch Module slots 7 and 8 of Blade Enclosure (10U) are
available only when Type Il Mezzanine Card is installed in CPU Blade.
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Connection with 1Gb Interlink Expansion Card

The following figure shows the network connection diagram with N8406-013 1Gb Interlink Expansion Card. The
ports of Mezzanine slot 1 installed in CPU Blades are connected to Port 9 - 16 of 1Gb Intelligent L3 Switches
installed in Switch Module slot 1 and 2 of Blade Enclosure (6U), when 1Gb Interlink Expansion Card is installed in
Switch Module slot 3 and 4.

CPU Blade

Mezzanine
slot 1

on-board LAN

Blade Slot 1

N8406-013
1Gb Interlink Expansion Card

Switch Module slot 34

To port1 To port9 To portl To port9
N N
0/00MB ' VOMIpsived 10/0Mips ' 100Ms bed
port port 100 hed port port  port port port DOMipsfied pot  “port port
y 1uuuuuuuuuuuuuusT_T_TL g W&W
Layer3 Layer 3
CPU Switching LS| CPU Switching LS|
N84G- 0BA NB406-023A
1Gb Intelligent L3 Switch 1@ Intelligent L3 Swit ch
. POt » mammans port port &4 hé port POt wamsmmam pOrt port aadh port
Serial Port 20 2% 21 24 SenalPort 20 24 21 24

SFPmodule dots RI-45
DOMIps . 1010/D0M tps.
Switch Module slot 2 ‘

SFP modue slots
D/DOLODNDPS 1moms

‘ Switch Module slot 1 ‘

The following table lists connection among Blade Slots, ports of Mezzanine slot 1, Switch Module slots, and ports
of 1Gb Intelligent L3 Switches.

Port number of
1Gb Intelligent L3 Switch

9
9
10
10
11
11
12
12
13
13
14
14
15
15
16
16

Port number
of Mezzanine slot 1

1 1

Blade Slot number Switch Module slot number

=

2

(3]
NIERINEFEINEINEINEFEINEINEIN
NIERINEFEINEINEINEINEINEIN
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Network Cables

Your network cables must have the following specifications:

Connector RJ-45

UTP/STP twisted-pair cable
Eight wicks, four pairs

Type of Cable

EIA/TIA standard

10Base-T Category 3

Regulation ,
100Base-TX Category 5 or higher
1000Base-T Category 5e or higher

Cable Length 100m
(max.)
Connector LC connector

(when N8406-24 1000Base-SX SFP module installed)
Multimode Fiber (MMF) cable
Core size 50um/62.5um
OM2 class 82m max. (when the core size is 50um)
OM3 class 300m max. (when the core size is 50um)

Type of Cable

Cable Length

IMPORTANT:

+ Contact your service representative for placing optical fiber cables.
Experts must place the cables.

+ Handle optical fiber cables carefully.

+ Keep more than 50 mm by a bending radius when you bend a optical
fiber cable.

* Install the cable to the SFP connector straight. Do not force to install the
calbe to avoid damage it.

+ Make sure that the connector of the cable is clean and is not
damaged.

+ Make sure that your cable meets specifications for the use of the SFP
module.

» Do not come into contact with contamination.

+ Do not give any impact or pressure to the cable and its connector. Do
not step on the cable or put something heavy on it.
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Installation

Installing Switch Module

Refer to the Blade Enclosure User’s Guide for details.

1 Open the ejector of 1Gb Intelligent L3
Switch.

2 With the ejector being opened, insert the
Switch Module into the Blade Enclosure.

Ejector

3 Close the ejector to fix the Switch Module
to the Blade Enclosure.
The Switch Module is locked and fixed.
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IMPORTANT:

* The Switch Module works with the Blade Enclosure. The Switch
Module is powered on as soon as it is installed in the powered Blade
Enclosure. Therefore, make sure that the ports connected with the
Switch Module are only the ports of on-board LAN and NIC on the
CPU Blade. Then, install the Switch Module in the Blade Enclosure.

« Do not hold the ejector to install the Switch Module in the Blade
Enclosure. Hold the Switch Module itself and insert it into the Switch
Module slot. Inserting the Switch Module with the ejector being held,
the ejector may be damaged or disengaged from the Switch Module.
It may cause the personal injury if the Switch Module drops.

NOTE:
+ The Switch Module does not have a POWER switch.
+ The STATUS LED goes on green after the period of about 10

seconds from installing the Switch Module in the powered Blade
Enclosure.

Removing Switch Module

Refer to the Blade Enclosure User’s Guide for details.

1 Open the ejector of 1Gb Intelligent L3 -~
Switch to unlock. fm

Blade Enclosure

2 Pull the ejector a little.
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3

With the ejector being open, firmly hold the
Switch Module and slowly pull out from the
Blade Enclosure.

IMPORTANT:

+ Install the Switch Module in the Blade Enclosure after the period of 30
seconds or longer has passed from removing it from the powered
Blade Enclosure.

+ Install the Slot Cover to the empty slot and secure it with a screw, if
the Blade Enclosure is used with the Switch Module being removed.

NOTE: For the information how to install the Slot Cover, see the Blade
Enclosure User’s Guide.
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Installing and Removing SFP Module

The following is described how to install and remove N8406-024 1000Base-SX SFP Module in and from
N8406-023A 1Gb Intelligent L3 Switch.

IMPORTANT:

+ Attach the dust covers to all vacant LC connectors to protect them
from contamination, if you store or transport the Switch Module
which the SFP modules are installed.

» Optical power and sensitivity may be lower and cause malfunction
by coming into contact with contamination.

* Install the SFP module to the SFP module slot straight. Do not force
to install it to avoid damage the module.

Dust cover SFP Module

Avoid direct look into the laser beam.

A The N8406-024 1000Base-SX SFP Module is classified as a Class 1 Laser Product. A

class 1 laser will not be harmful to the human body. However, do not look directly into the
® SFP module port during operation. Keep any vacant LC connector covered with a dust
cover (rubber cap) when you do not use it or you transport it.

Installing SFP Module

1 Remove the dust cover attached to the SFP module slot in the Switch Module.

2 Insert the SFP module to the SFP
module slot in the Switch Module. N8406-023A

SFP module slot

SFP module

NOTE: Insert the SFP module to the SFP module slot without pulling
down the lever. If you insert with the lever pulled down, a communication
failure may occur.

39




(English)

Removing SFP Module

1 Remove the optical fiber cable, and pull
down the SFP module lever.

N8406-023A

2 Hold the lever and pull the SFP module
straight.

N8406-023A

IMPORTANT:
+ Contact your service representative for placing optical fiber cables.
Experts must place the cables.
+ Attach the dust covers to the SFP module slots in the Switch Module
when the SFP modules are not installed.
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Configuration

The Switch Module can be configured locally using the Serial Port or remotely using the Ethernet ports.

Connection via Serial Port

Use a serial cable (with a female DB-9 connector) to connect between a management console (such as a personal
computer) and the Serial Port. A communication software conformed to VT100 terminal emulation is required. Set
the parameters of communication software as shown in the table below.

Baud rate 9600
Data bits 8
Parity None
Stop bits 1
Flow control None

IMPORTANT: A leased line cannot be connected to the Serial Port
directly.

NOTES:

The command line interface on L3 switch mode has 2 modes, BLADE
OS CLI and ISCLI. You can set the Switch Module to use either CLI
mode. By default, the mode is BLADE OS CLI.

When operating the Switch Module with NEC WebSAM NetvisorPro
V, use L2 switch mode software and ISCLI.

Serial interface is not connected between this switch module and the
EM card. Therefore It is not available to connect from the Enclosure
Manager by using "CONNECT SWITCH" command on Blade
Enclosure(10U) or "connectswitch®” command on Blade
Enclosure(6U).
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Connection via Network

To connect to this Switch Module via network, you need to assign an IP address to it. You can access the
browser-based interface or the command line interface in the switch througn a telnet application or Web browser

by using the assigned IP address.

IP address is configured by the following.
- Assignment by DHCP (by default)
- Manual assignment (only on L3 switch mode)

- Assighment by DHCP

By default, the management network interface on the Switch Module is set up to obtain its IP address from the
DHCP server on the Enclosure Manager Card. You can configure the IP address in the EM Card. For more

information, see the EM Card User’s Guide.
SmartPanel mode software supports only IP address assignment by DHCP.

NOTES:

If the IP address cannot be obtained from the DHCP server on L3
switch mode, access the local console of the Switch Module and
assign the IP address manually. Refer to “Manual assignment” below.
After assigning the IP address, then access the Switch Module via
network.

Port 19 of the Switch Module is connected with the management
network in the Blade Enclosure.

Refer to the Blade Enclosure User’s Guide and the EM Card User’s
Guide about how to connect or configure the Enclosure Management
LAN port.

- Manual assignment (only on L3 switch mode)

You can assign the IP address by connecting to the Switch Module via the local console. Refer to the following

examples, you can configure them.

BLADE OS CLI

>> # /cfg/sys/dhcp disable

>> # /cfg/l3/if 256

>> IP Interface 256# addr 205.21.17.3
Current IP address: 0.0.0.0

New pending IP address: 205.21.17.3

Pending new subnet mask: 255.255.255.0

>> IP Interface 256# ena

>> IP Interface 256# ../gw 4

>> Default gateway 4# addr 205.21.17.1

>> Default gateway 4# ena

>> Default gateway 4# apply
>> Default gateway 4# save

(Disable dhcp)
(Select IP interface 256)
(Assign IP address for the Interface)

(Enable IP interface 256)

(Select default gateway 4)
(Assign IP address for a router)
(Enable default gateway 4)

(Apply the configuration)
(Save the configuration)

SCLI

Switch> enable

Switch# configure terminal
Switch(config)# no system dhcp
Switch(config)# interface ip 256
Switch
Switch
Switch

config-ip-if)# enable
config-ip-if)# exit

config-ip-if)# ip address 205.21.17.3 255.255.255.0

Enter Privileged EXEC mode)

Enter Global Configuration mode)
Disable dhcp)

Enter Interface IP Configuration mode)

Enable IP interface 256)
Exit to Global Configuration mode)

Switch
Switch

Switch(config)# copy running-config startup-config

config)# ip gateway 4 address 205.21.17.1
config)# ip gateway 4 enable

(
(
(
(
(Assign IP address for the Interface)
(
(
(
(

(Save the configuration)

IMPORTANT:

When assigning an IP address and default gateway for the
management interface manually, assign them to interface 256 and
Gateway 4, respectively.

When enabled dhcp of the Switch Module on L3 switch mode, the IP
address obtained from the DHCP server overrides the static IP
address. When assigning the IP address manually, disable the dhcp.
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Selecting switch software to run

- Current boot options
To display the current boot options, enter the following.

BLADE OS CLI

>> # /boot/cur (Display the current boot options
Currently set to boot software imagel, factory default config block.
Current CLI mode set to BLADEOS-CLI with selectable prompt disabled.
Current FLASH software:
imagel: version 5.1.0, download 0:15:51 Mon Jan 2, 2006
NormalPanel
image2: version 1.0.3, download 1:32:08 Sun Jan 8, 2006
SmartPanel
boot kernel: version 5.1.0

ISCLI
Switch> enable (Enter Privileged EXEC mode)
Switch# show boot (Display the current boot options)

Currently set to boot software imagel, factory default config block.
Current CLI mode set to ISCLI with selectable prompt disabled.
Current FLASH software:
imagel: version 5.1.0, download 0:15:51 Mon Jan 2, 2006
NormalPanel
image2: version 1.0.3, download 1:32:08 Sun Jan 8, 2006
SmartPanel
boot kernel: version 5.1.0

NormalPanel is the L3 switch mode software, and SmartPanel is the SmartPanel mode software. By default, the
NormalPanel software is stored in imagel, and the SmartPanel software is stored in image2.

- Changing the switch software to run
To change the switch software, enter the following.

BLADE OS CLI
>> # /boot/image (Change the image the switch software
Currently there are 2 images on flash: is stored.)

imagel is for NormalPanel

image2 is for SmartPanel

Currently set to use switch software “imagel” on next boot.

Specify new image to use [“imagel”/”image2”]: image2 Enter the image to run on next boot.
Next boot will use switch software image2 instead of imagel.

>> # Boot Options# /boot/reset Reboot the switch.

WARNING: Image2 is for SmartPanel!
All config regions will be cleared!
The factory config block will be used!
Please backup the active config!

Reset will use software “image2” and the factory default configblock.
>> Note that this will RESTART the Spanning Tree,
>> which will likely cause an interruption in network service.

Confirm reset [y/nl: vy Enter ‘v’.

ISCLI

Switch> enable (Enter Privileged EXEC mode)
Switch# configure terminal (Display the current boot options)
Switch (config) #boot image image2 (Change the image the switch
Next boot will use switch software image2 instead of imagel. software is stored.)

Switch (config) #
Jan 2 18:43:31 NOTICE mgmt: boot image changed

Switch (config) #reload Reboot the switch.

Reset will use software "image2" and the factory default configblock.
>> Note that this will RESTART the Spanning Tree,
>> which will likely cause an interruption in network service.

WARNING: Image2 is for SmartPanel!
All config regions will be cleared!
The factory config block will be used!
Please backup the active config!!
Confirm reload (y/n) ? v Enter ‘y’.
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IMPORTANT: When the switch software is changed (NormalPanel or
SmartPanel) and the switch is rebooted, the switch configuration is
removed and the switch runs factory configuration block. Backup the
switch configuration if necessary.

NOTE: The SmartPanel mode can be used BLADE OS CLI only.

User access levels

The Switch Module provides three levels for user access. The default user names/passwords for each access level
is listed in the following table.

User account Description Password
(Default)
user The user can view all the Switch Module status information and statistics, user

but cannot make any configuration changes to the Switch Module. The
user account is enabled by default.

oper The operator manages all functions of the Switch Module, but these -
changes will be lost when the Switch Module is rebooted/reset. By
default, the operator is disabled and has no password.

admin The administrator has complete access to all menus, information, and admin
configuration commands on the Switch Module. The admin account is
enabled by default.

NOTE: Itis recommended that you change the passwords after initial
configuration.
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Troubleshooting

This section describes the action to be taken at an occurrence of trouble. If the Switch Module still fails to operate,
contact your service representative.

Fails to insert or remove the Switch Module.

1. Make sure that there is no foreign object inside the Switch Module slot.
2. Make sure that you have installed the Switch Module in the right direction.

A switch module does not work.

1. See “Connection with CPU Blade” (page 33) to make sure that the Switch Module, slot for onboard
LAN or mezzanine card, and cable connections are correctly installed in the Blade Enclosure.

2. Make sure that you have properly installed the Switch Module in the Blade Enclosure.

3. Make sure that power is supplied throughout the system, including the Switch Module.

The STATUS LED goes on amber, not green.

1. Make sure that the Switch Module has been installed properly.

2. If the STATUS lamp does not go on when installing the Switch Module, remove the Switch Module
from the Blade Enclosure, and then install it again.

3. When installed in the Blade Enclosure (6U), an error message is displayed on the SIGMABLADE
monitor. Refer to the User’s Guide of the EM Card. Or, contact your service representative according
to the error type indicated.

The local console is disabled.

1. Make sure that the cross cable used for connection is the specified one.
2. Make sure that the communication parameters for the local console are properly specified.
3. Make sure that power is supplied throughout the system, including the Switch Module.

The remote console is disabled.

1. Make sure that the connection between the Switch Module and the remote console is correct.
2. Make sure that the remote console is properly configured including an IP address.
3. Make sure that power is supplied throughout the system, including the Switch Module.

Fails to establish a link. (The LINK/ACT LED indicator does not turn on.)

1. Make sure that the cable has been connected properly.
2. See "Network Cables" (page 35) to make sure that your cable meets the specification required.
3. Make sure that the communication mode of link partners (e.g. switch) is set for Auto Negotiation or

1000Mbps/Full Duplex.
4. Make sure that you are using a correct driver in the CPU Blade.
5. Confirm the error logs on the link partner side.

Network adapter Teaming feature of the CPU Blade does not work.

1. Once the teaming adapter is removed, make sure that each interface is available..

2. Make sure that the teaming is correctly configured and the network is correctly deployed, if it is not
available only by using the teaming feature.

3. Turn off Spanning Tree Protocol on the port connected to the network adapter when using "Adapter
Fault Tolerance" (AFT).
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Current date and time are incorrect.

1.

This Switch Module does not have the battery to carry on the date and time. The date and time on
this switch is reset, when it is rebooted or the blade system is powered off. Set the date and time
again after rebooted, or configure the NTP client on the switch.
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Product name 1Gb Intelligent L3 Switch

Product code N8406-023A
(EXP423A)

Interface 1000Base-X (Port 1-18, 21-24(SFP module slot))
10Base-T/100Base-TX (Port 19)
10Base-T/100Base-TX/1000Base-T (Port 20-24(RJ-45))

Connector RJ-45
SFP module slot

Port 16 ports (for CPU Blade)

2 ports (for the adjacent Switch Module)
1 port (for management)
5 ports (for uplink)

Power consumption 30W Max

Environmental requirements _Temperature 10t035 C
Humidity 20 to 80 % RH (no condensation)

External dimensions 193(W) x 268(D) x 28(H) mm

Weight 1.25 kg
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